


Live UTMS
The Place Where POS Terminals Become alive

Mirko Kiso, Business Line Manager
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Android POS Terminal itself:

Android OS

More powerful device
User interface
Camera

~

ubernetes

New server’s technologies

& kaifka

cassandra

Market requirements:

To have additional cash register
app on POS terminal







QREY IS

- Multi vendor systém

Control.of installed applications
Interaction with POS terminals
Monitoring & Alerting



®» Network Transaction View
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B Terminal View

Castles S1P

SN: 0000177234913710

DELHAIZE SERBIA DOO

213 MAXI 690

BULEVAR MIHAJLA PUPINA 10B
11070 NOVI BEOGRAD

Health:
L 0% 0.0v
UNKNOWN

B oc
.l A1SRBLTE

Data connected

@ Vip mobile d.o.o

i

Uptime: 16h Device Time: 16:00 Reboot
CPU
Memory Used: 49% 916.7 MB of 1.8 GB
Storage Used: 5% 499.7 MB of 10.5 GB
-—

Android SDK: 1.4.1.145311

Keys: 5

View

Firmware module: 10PC10A

Certificates: N/A

i Off =

Transactions Applications ECR, Payien, Sysiem Fird
PAN Amount Type Status RC Time Application Version Log Level App Size  Cache Size Data Size
520135971 *++*8089 @ © 74899RSD Sale 00 4mage =] com.payten.devicemanager 20250207/01 - - 5.4 MB 506 KB 21.9 MB
44789828*++8441 VISA 199.96 RSD Sale 00  6mage =] com.payten.paytenapos 20250313/01 - 31.5MB  152KB 21.1 MB
48418787+++8437 VISA 30598 RSD Sale 00 1image B com.payten.dminstaller 20241122/01 -~ 166 MB  24KB 60 KB
557489271**++0104 @ Y 18208RsSD Sale 00 13mago =] com.payten.service 20250311/01 - 216 MB 44 KB 20.6 MB
484187877048 VIS, 379.96 RSD Sale 00 21mage =] castles.ctms service 0.19.11 N/A 24 KB 24 KB 136 KB
42110816**0423 VISA 201.97RSD Sale o0 22mage
paytenapos, service, device Location
Logs Info, Warn, Error 1 -
o3+
Time Log Level Message Source Group T
—
37m agoe Warn Location not obtained in 10 minutes time - cancel com.payten.devicemanager LOCATION o T
2h ago Warn Location not obtained in 10 minutes time - cancel com.payten.devicemanager LOCATION
3hago Warn Location not obtained in 10 minutes time - cancel com.payten.devicemanager LOCATION Q
4h ago Info Websocket, opened, reset schedule error counter and schedule.. com.payten.devicemanager CLIENT_INTERFACE g rrn
4h ago Info Websocket closed - increment schedule connect error to 2 com.payten.devicemanager CLIENT_INTERFACE b ¥ . S [
.
4h ago Info Websocket closed socket failed: enonet (machine is not onthe.. com.payten.devicemanager CLIENT_INTERFACE =
4h ago Error Websocket error socket failed: enonet (machine is not on the n..  com.payten.devicemanager CLIENT_INTERFACE & Aol
R
- - _— . o o B ’lu\_
iviti i Start Init . Info,Warn

Activities Inits Anomalies +.| - Communication +2
Activity Time Status Time
Log (52) now = 11h ago 1= ] Time Severity Message Type
Log (11) 4m ago 1d ago D 2mo ago Error Increased number of DECLINED transactions Transaction Client Summary
Transaction 4m ago od 3moago  Error Increased number of REVERSAL transactions Transaction Client Summary
Log (11) 5m ago a0 a _ o
Log (5) 6m ago 3d ago a 3moago  Error Increased number of DECLINED transactions Transaction Client Summary
Transe;ctlon 6m ago 4d ago o 3moago  Error Increased number of DECLINED transactions Transaction Client Summary
Log (6) 10m ago 5d ago o 4moago  Info Increased number of DECLINED transactions Transaction Client Summary
L 6) 11

°g (6) mego 4moago  Error Increased number of DECLINED transactions Transaction Client Summary

4moage  Info

Increased number of DECLINED transactions

Transaction Client Summary




B Transaction View
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Terminal Information
Serial. 0000158221046493

Vendor. Castles

Transaction Information

1D 1ad73d76-2625-42d0-b8...

EMV
AOSA 0
AlD: A0000000041010

AlD Label Debit Mastercard

Terminal- BI010990

‘AI \

Issuer: MASTERCARD

cquirer. INTESA

CVM not used

Authorization. DRDMNF
joice. 004755
tch: 000266

Inv

'VR: 0000008001

FF

06880000303000

N PROGRESS CANCELED

Source IP: 87.116.132.199

Source. com.payten.payte...

Amount: 400.00 RSD

Cryptogram 1

type: 80

Card Interface

eHI N

value: 3FD0342313A013C...

AanlTVR: 0490243000 CVNR: 029380

Nanwnny,

Bpavap

Payten
Bulevar Mihaila Pupina 10b

ERMINAL: ANDRBOZI
TERMINAL ID: 06000081
KCEPTANT: MBB66881

BROJ POTVRDE: 080228
R, PROMETA: 008023  08.84.2025 15:39:19

ASTERCARD (EMV)

ﬁ..t'.i"ﬁ'ﬁ1683 AT AR

AB080000841618 Debit Mastercard

R.0ODOBRENJA: 156986
ESP: 008/80 REN: 444404154444

PRODAJA

659,88 RSD
ODOBRENO

AUTORTZOVAND PIN-ON
*** PRIMERAK ZA AKCEPTANTA ***

8: 3E326EF2010FABDY
8: 1EDFSTAFS2ACIER

Payten




B Anomalies

Overview T ion:

T

Transaction Anomalies Severity

Top Declined/Error Transaction Anomalies

Profile ID
SRBUCB100005392
MNEERS00821
MNEERS00147
SRBUCB1SUN00046
MNECKB01064
SRBRFATSUN00024
SRBOTP0ST101282
SRBDEA1TPNK00147
SRBUCB1SUN00039
MNENLBO01447
SRBPCB100000988
SRBUCB1SUN00040
MNEHPB00159
MNENLB01597
SRBEBA100000648

Severity

Declined
91/81%
157100%
0/0%
2/40%
0/0%
11/91%
12/70%
10/ 100%
11/78%
111/73%
10/76%
10/71%
9/90%
9/81%
117/50%

Error
0/0%
0/0%

14/100%

8172%

11/100%

0/0%
0/0%
0/0%
0/0%
0/0%
0/0%
0/0%
0/0%
0/0%
0/0%

er Terminal View

Transaction Anomalies

Time
5h ago
9h ago
5h ago
9h ago
11h ago
5h ago
6h ago
10h ago
8h ago
5h ago
5h ago
8h ago
5h ago
5h ago
5h ago

Reversal Transaction Anomalies

Profile ID
MNEHPB00549
GSNCORIS00004
SRBRFATSUN00008
F0000468
MNENLB00612
UCBSTOCK
RFA00590
AND12345

Count

Time
36m ago
49m ago
1h ago
2h ago
2h ago
3h ago
3h ago
3h ago

Transaction Anomalies

Profile ID
MNEHPB00549
MNEHPB00549
SRBUCB100004868
SRBOTP0ST100857
MNEPBCG0052
MNENLB00612
SRBRFA100001345
AND12345
AND12345
AND12345
MNECKB01025
SRBUCB100005818
MNEVGE00027
SRBBPS100003422

SRBPCB100001148

Severity

Info, Warn, Error +2  ~

Message

Increased number of consecutive REVERSAL transactions
Increased number of consecutive REVERSAL transactions
Increased number of REVERSAL transactions

Increased number of REVERSAL transactions

Increased number of REVERSAL transactions

Increased number of REVERSAL transactions

Increased number of REVERSAL transactions

Increased number of consecutive REVERSAL transactions
Increased number of consecutive REVERSAL transactions
Increased number of consecutive REVERSAL transactions
Increased number of consecutive REVERSAL transactions
Increased number of ERROR transactions

Increased number of ERROR transactions

Increased number of ERROR transactions

Increased number of consecutive REVERSAL transactions

® Last 12 hours

v * 0 +62

Type

Reversal Transaction Client Sum
Reversal Transaction Client Sum
Transaction Client Summary
Transaction Client Summary
Transaction Client Summary
Transaction Client Summary
Transaction Client Summary
Reversal Transaction Client Sum
Reversal Transaction Client Sum
Reversal Transaction Client Sum
Reversal Transaction Client Sum
Transaction Client Summary
Transaction Client Summary

Transaction Client Summary

Time

37m ago
37m ago
39m ago
39m ago
39m ago
39m ago
39m ago
39m ago
39m ago
40m ago
42m ago
44m ago
44m ago

44m ago

Reversal Transaction Client Summa 45m ago




B Next Steps

®* Linux POS terminals to be more Live

* Come to PAYTEN booth to meet Live UTMS in live

11
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Thank you

http:// payten.com
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Legal disclaimer

The content presented in this presentation is subject to copyright protection and has the ownership title. Texts, graphics, photographs, sound, animations
and videos as well as their distribution in the presentation are protected under the Copyright and related rights Law. Unauthorized use of any material
contained in the presentation herein may constitute an infringement of copyright, trademark or other laws. The materials in this presentation may not be
modified, copied, publicly presented, executed, distributed or used for any other public or commercial purposes, unless the Board of Payten gives consent
in writing. Copying for any purpose, including commercial use, distribution, modification or acquisition of the contents of this presentation by third parties

is prohibited. Moreover, this presentation may contain reference to third-party offers and services. Terms of use for such offers and services are defined by
these entities.

Payten assumes no responsibility for the conditions, contents and effects of the use of offers and services of these entities. The data and information
contained in this presentation are for information purposes only.

2025 © Payten
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