SETCCE

Buducnost e-potpisa u Srbiji

Intuitivno korisnicko iskustvo sa integrisanim uslugama
poverenja




1 Moderni klijent

User experience

UX ne sme biti niSta manje od
Korisnici elektronskog bankarstva porasli su sa savrSenog.
oko 1,15 miliona u 2014. godini na vise od 4,09
miliona do 2023. godine, dok je broj korisnika
mobilnog bankarstva skocio sa priblizno 180.000

na viée od 4,04 miliona u istom periodu. Pristup uslugama 24/7

Kad odluc¢im, zZelim i zavrsiti
Buying Mode transakciju
Usluge i proizvode Zelim sad i odmah

kad sam u Buying modu...

Klijent

Personalizacija Remote sign

Zelim biti u centru paznje kao klijent, Ne dolazim u filijalu stajati u red, ako

ponuda je napravljena za mene. mogu sve zavrsiti od kuce.



2 Okolina

How COVID-19 has
pushed companies over
the technology tipping
point—and transtormed
business forever

A new survey finds that responses to COVID-19 have speeded the
adoption of digital technologies by several years—and that many of
these changes could be here for the long haul.

McKinsey & Company, Oct 2020

Uskladenost sa pravnim
okvirom

Srbija je uskladila zakon sa elDAS regulativom,
priznajucéi kvalifikovani elektronski potpis (QES) kao
pravno ravnopravan sopstvenoru¢nom potpisu.
Omogucava digitalno poslovanje u skladu sa zakonom

Zakon o elektronskom dokumentu, elektronskoj identifikaciji i
uslugama od poverenja u elektronskom poslovanju

Pritisak digitalnih
konkurenata i fintech
kompanija

Digital-first orijentisani izazivacCi nude
bankarske usluge putem aplikacija.
Tradicionalne banke moraju da prate taj tempo.

Deloitte Digital Banking izvestaji



-+« 3 Poslovni cilji

Vrijeme je novac

Prosjecno vrijeme za potpisivanje
dokumenta smanjuje se do 87%.
(70k € / godisnje za 1 klik manje u
srednoj veliki banki)

Postizanje ciljeva

Sirenje dosega usluga, jednostavnost i brzina
poslovanja s kupcima i dobavljacima,
dostupnost 24/7.

BetrSign

Troskovi poslovanja

Smanjenje troskova preko 90% —
logistika, skeniranje, kontrola podataka,
arhiviranje, revizije, greske...

Sigurnost i kontrola

Veda kontrola nad svim dokumentima u
procesu potpisivanja, povratne
informacije o dokumentima koji jos nisu
potpisani.



Kako postizemo takve W
ciljeve sa e-potpisom?



----- Digital First!

Hello! Ponudba
Digitalni kontakt Odabir usluga

@
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Izbira

Potvrdivanje

Koristenjem razli¢itih nacina

\
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On-boarding Priprema usluga



~++- Pristup DTM uslugama
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Postojeci ili novi klijent
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7 si-pass

immFina

Napredni e-potpis:
- Potpisni uredaji
- Udaljeno sa MFA (+VideolD)
- U mobilni banki

Povezivanje sa lokalnim
IDP

- ConsentID

- Halcom One

Podrska za e-potpis sa KDS kvalificiranih

izdavatelja
- PKS, Posta, MUP, ...

EU Trusted List
Potential — EU Wallet


https://webgate.ec.europa.eu/tl-browser/#/tl/SI

Digitalna potvrda transakcija

99,6% Napredni e-potpis

UPRAVLUIANIJE DIGITALNIM TRANSAKCIJAMA

Kljucni cilj potpisa je formalizacija dogovora (poslovne transakcije)
uklju€enih stranaka. U digitalnom smislu pricamo o potvrdivanju
transakcija jer se e-potpis mozZe izvrsati kao potvrda (klik).



Sto je bitno za dobar
rezultat?




UvoOZz

dokumenata

BetrSign API

BetrSign veb aplikacija
BetrSign Word Add-in

1. KORAK

POTPIS

dokumenata

DISTRIBUCLJA

dokumenata

e-Arhiva
ERP, DMS, CRM
E-mail

SFTP




2 Fleksibilnost u izboru alata

Integracije



2 Fleksibilnost u izboru alata

Welcome Tilen' © Video Tour Book a call

Welcome, Tilen!
BetrBox

My Contacts +

Drafts

+

Upload PDF file

You can send one of more documents for

Templates Upload PDF file

History You can send one or more documents for signing at once.

signing at onge,
Settings

Help Center

Form Fields Guide

BetrSign - Vag e-potpisan dokument Form Fields Guide - BetrSign - Vas e-potpisan dokument - 3

BetrSign - Vas e-potpisan dokument BetrSign - Vas e-potpisan dokument - 2
BetrSign - Vaé e-potpisan dokument.

BetrSign - Va& e-potpisan dokument. . BetrSign - Vag e-potpisan dokument -1

Web portal



2 Fleksibilnost u izboru alata

ePero ® START

ENTER SIGNER PERSONAL DATA

marko kebe@satcce.com

Ih vsebin SETCCE vas presimo, da izpolnite spodnja polja

Send signed documents 1o signer’s email

e

+38640595290
JebePsetcce.com

For document access request 186 40 595 290
Password + OTP via SMS kontaktiran v zved 1.
OTP via SMS o & ro

Password only

imo, da se seznanite

Word Add-in



3 Kao i nacina potpisa

Choose an account to log-in
Consent ID
Qualified digital certificate
HalcomONE
VideolD

None of the above

Choose an account to log-in

Consent ID

Qualified digital certificate

HalcomONE

VideolD

None of the above




3 Kao i nacina potpisa

sign »> SETCCE

1 BetrSign

SETCCE: betrsign@gmalloom

Job title:
BetrSign
Current
document:

L 1 1”

weaen ) Your e-signature "":‘,I“” sign
until:
20/11/2024,11....

/~Your e-signature

Prepared by:
Tilen Markun, S...
Created Date:
11/09/2024, 1....
Job ID:
2073dcded...

betrsign.com
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==+ 4 Povezivanje ekosistema

TELKO
DRUGO FINANSLJE OSIGURANJE AUTO-MOTO

O s ¢ Reiffeisen  Addiko £23 VITA ﬁ‘?‘,

Bank GENERALI

. . HEEE PRVA
m SPARKASSE 5 //'_//Ag‘ram Banka t"glav Najbolj osebna zavarovalnica @ m S U MM I T A1

— Ysava  1ps [
a kUhanQ @ NLB @novakbm INSURANCE PLATFORM PORSCHE ]5:8%??{&1‘]}3 SBB
)
5,
ercator

DBS gfﬁﬁ&% AMZS .w Summit Leasing '.‘.‘. TelekomSlovenije

BKS Bank RERA T
AVTOL RN TP . .
%‘% \ KOMPAS ao Hraninica Allianz () . CARGLASS GB “y Leasing




Allianz @ SAVA triglav

GENERALI

BANK
AND
SERVICES

Finansiranje
-Zahtev za finansiranje
-Potpis ugovora

Osiguranje

-Kupoprodajni ugovor
-Preuzemni zapisnik

=l




Pravni efekt elektronskih potpisa

Pravni u¢inak ovisi o razini provjere i pouzdanosti sredstava kojima
raspolaZe potpisnik. Ako su sredstva autentifikacije provjerena, pravni
ucinak moZe biti veci.

Korisnicko
iskustvo

Obic¢ni e-podpis

Skeniran Svojerucni
potpis na papir

E-potpis klikom
podrzan sa MFA +
eSeal

Svojerucni e-potpis sa
potpisnim displejem

E-potpis sa klikom
podrzan sa
VideolD

Kvalificiran e-potpis u
oblaku

Kvalificiran e-podpis
lokalno (KDC)

Svojerucni podpis
na papir
Svojerucni potpis ovjerjen
kod javnog biljeznika

Digitalna oblika (e-potpis)

Analogna oblika (wet signature)

[
»

Pravni ucinak

Predstavljena slika je simboli¢ne prirode i kao takva je
namijenjena iskljucivo grafickoj ilustraciji sadrZaja.



-+~ Validacija e-potpisanog dokumenta

European I
Commission

PDF

Napredni potpis

2FA (email + OTP)

Kvalifikovani digitalni pecat BetrSign®

DSS Demonstration WebApp

European Commission > DIGITAL > eSignature > Digital Signature Services > Validate a signature

e-Signature

Sign a document

Sign a digest

Sign a PDF

Sign with JAES

Sign multiple documents

Counter-sign a signature

Standalone application

REST/SOAP WebServices

Server side

Validate a signature

Privacy notice: Please note that by using the below functionality of the DSS demonstration, your files are going to be
transmitted to the infrastructure of the European Commission. With your action to do so, you consent to this
transmission of data and we strongly advise you to use documents that do not contain sensitive material.

Files that have been transmitted are not retained.

Signed file No file chosen

No file chosen

Original file(s)

® Complete documents
O SHA1 O SHA256 O SHA384 O SHA512

Send original file(s) as

More options

Signature SIGNATURE BetrSign_20241027-1737

TOTAL PASSED

Validation Process for Basic Signatures jses signature time : 20741027 22:05:37
o

Is the result of the "Format Checking' building black conclusive?

Is the result of the "identification of Signing Certificate’ building block conclusive?
Is the result of the Validation Context Initialization” building block condusive?

Is the result of the %509 Centificate Validation' building block conclusive?

s the result of the 'Cryptagraphic Verfication’ building block canclusive?

Is the result of the "Signature Acceptance Validation' building block conclusive?

Validation Process for Sij with Time and Sij with Long-
Term Validation Data [Bes: sgnature time : 30241027 220537 (UTC)
Is the result of the Basic Validation Process acceptable?
s the best ure-time not before the issusnce date of the signing certificate?
= 2 5 cane notBetore : 2002 42

Is the signature aceeptable?
Validation Process for Signatures with Archival Data (2est sigrature time
20241027 0537 UTCY

Is the result of the LTV validation process acceptable?

15 lorg term availability and integrity of validation material present?

Signature Qualification

1 the i | an bie AES digital signature (ETS| EN 319 102-1)7
Has a trusted list been reached for the certificate chain?

15 the list of trusted lists scceptable?

Trush T - hiny C.europa eus'toolsfioteu-lotoml

+ aceaptable?

.

Is the trusted

Has been an acceptable trusted list found?

15 the certificate qualified at (best) signing time?

15 the certificate typ b identified at (bes time?
15 the certificate qualified at Esuance time?
Dioes the private key reside in 2 SCD st (best) signing tme?

Certificate Qualification at certificate issuance time 20220622
11:42:42 (UTCH

s the certificate relsted to & trust service at certificate issuance time?

s the certificate related ta a CA/QC?

May a related trust service issue certificates of a suitable type?

s the trust service corsistent?

Trust service name : Halcom rtificate Aashortty

s the trust serdce corsistant?

Trust servics name : Halcom CA PO e-seal
Is & confict detected between trust services?
s the certificate relsted to & trust service with a granted status?
Is the centificate qualification conclusive?
Dioes the trusted certificate match the rust service?
s the certificate relsted ta & qualified certificate issuing trust serd hvalid
status?
Is the centificate related to a consistent by QC trust service declaration?
s the certificate qualified st issuance ime?
Can the certificate type be issued by a found trust servies?
s the certificate type unambiguowsly identified ot Bsuance tme?
Cartificate typa is for aSeal

Is the certificate related to a cansistent by QSCD trust service declaration?

Dioes the private key reside in a GSCD at isuance time?
Certificate Qualification at best signature time (20241027 220537
({1 1]

s the certificate relsted to & trust service at best signature time?

s the certificate related ta a CA/QC?

May a related trust service issue certificates of a suitable type?

s the trust service carsistent?

5t service name - Hakcom ate Aushortty
s the trust service corsistent?
Trust service name - Hakcom CA PO e-seal
Iz & conflict detected between trust services?

s the certificate relsted to & trust service with a granted status?

s the certificate qualification conclusive?

Dioes the trusted certificate match the rust service?

Is the cenificate related to lified ificate issuing trust i h valid
status?

Is the centificate related to a consistent by QC trust service declaration?

I the certificate qualified at (best) signing time?

Can the cartificate type be issued by a found trust servies?

PASSED

XX N-X-N.]

PASSED

Hic long tenm availatilky and integrity of validackn
3 ks presenc!

QESeal

e0000 O 00O

QC for eSeal with Q5CD

90 Q000 0 0OQC0 O Q000

QC for eSeal with Q5CD

Q00 0 Q000 @ 0000




Sta moZete napraviti danas? ¥
X
— | )
@ 0



Besplatna proba Web portala BetrSign

Dobar ugovor
jednostavno Cete
potpisati.

BetrSign® je jednostavno i
intuitivno reSenje za e-potpis: od
mogucnosti daljinskog
potpisivanja na razli¢itim nivoima
bezbednosti do ru¢nog e-potpisa
na prodajnom mestu.

Probajte besplatno




Konzultacija u zivo na standu
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A sutra...

Tilen Markun

tilen.markun@setcce.com

+386 41 648 247

SETCCE
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