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About Imaves
*  Who we are and what we do — very short

Regulatory & Compliance Challenges

« DORA and the operational resilience landscape

Solution — Modern Service Management
* Introducing Xurrent: Modern service-centric platform

How Xurrent Helps Achieve Compliance
« Key features for resilience, governance, and reporting

Summary & Next Steps
* Building a DORA-ready operating model
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X Imaves Service Management implementations:
xurrent.

PARTNER *  Addiko Group
*  Sport Vision Group
*  NEXE Group

*  Sistemas

* SETCOR
*  Imaves
* APISIT

* Centralna banka Bosne i Hercegovine
*  Dom Zdravlja Zagreb - Centar
*  Ericsson Nikola Tesla Zagreb

*  Hrvatska banka za obnovu i razvitak

(HBOR)
2002 Founded - BMC partner, ITIL certification " Hrvatskizavod za mirovinsko osiguranje
(HZMO)
2005 Service Management specialization - HYPO Leasing Slovenia
° jtSoft

2019 Xurrent partner *  JP Elektroprivreda BiH Sarajevo

*  Medunarodna zra¢na luka Zagreb

2019 Pricefx partner

*  Ministarstvo rada i mirovinskog sustava

2024 Development of Imaves MIRA A Integrated Risk - mStart

Management System *  Raiffeisen Bank Austria Zagreb

*  SPAN
T [ ] l [ ® TISAK
|
rl p I *  Zagrebacki velesajam

Zajednicki Informacioni Sistem Beograd

2026 Tripl-i partner

*  Zajednicki Informacijski Sustavi Zagreb
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Regulatory & Compliance Challenges

DORA and the operational resilience landscape
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Regulatory & Compliance Challenges

1509001

15013485

ISOEIIOIC

EUROPEAN
BANKING
AUTHORITY

igital

perational

esilience
t

SECURITY

* * PP ® §
GDPR Third-party risk 88 .;%C[Sg
* * management (TPRM) S
* % Kk ISO 27001:2013
2 No.00587/0

ISO 27018:2019

N
?)
Al Act: @ = No.00026/0

implications for the EU
banking and payments sector

* X %

Financial institutions should maintain an up-to-date inventory of their ICT assets (including
ICT systems, network devices, databases, etc.). The ICT asset inventory should store the
configuration of the ICT assets and the links and interdependencies between the different ICT
assets, to enable a proper configuration and change management process.

Financial institutions should monitor and manage the life cycles of ICT assets, to ensure
that they continue to meet and support business and risk management requirements.
Financial institutions should monitor whether their ICT assets are supported by their external
or internal vendors and developers and whether all relevant patches and upgrades are
applied based on documented processes. The risks stemming from outdated or unsupported

ICT assets should be assessed and mitigated. .
23 Xurrent.



Regulatory & Compliance Challenges

The Digital Operational Resilience Act (DORA) - Regulation (EU) 2022/2554
What is the Digital Operational Resilience Act (DORA)?

* * * D. 't I The Digital Operational Resilience Act (Regulation (EU) 2022/2554) solves an
* * lgl a important problem in the EU financial regulation. Before DORA, financial
0 el"ational institutions managed the main categories of operational risk mainly with the
* DO RA * p allocation of capital, but they did not manage all components of operational
R -I- resilience. After DORA, they must also follow rules for the protection, detection,
* * eS| Iel'lce containment, recovery and repair capabilities against ICT-related incidents.
DORA explicitly refers to ICT risk and sets rules on ICT risk-management,
* * ACt incident reporting, operational resilience testing and ICT third-party risk
* monitoring. This Regulation acknowledges that ICT incidents and a lack of
operational resilience have the possibility to jeopardise the soundness of the
entire financial system, even if there is "adequate" capital for the traditional risk
categories.

23 Xurrent.
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Solution — Modern Service Management
* Introducing Xurrent: Modern service-centric platform

How Xurrent Helps Achieve Compliance
* Key features for resilience, governance, and reporting
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IMAVES

Introducing Xurrent: Modern service-centric platform

Xurrent™ streamlines Service Management and IT Operations Management with a unified platform that includes Al-powered automation,
real-time incident management and response, and proactive communication through status pages. Our platform automates workflows,
enhances collaboration, and boosts productivity. Built for scalability, Xurrent seamlessly adapts to the evolving heeds of modern
enterprises — minimizing effort while maximizing efficiency.

=5 Rapid time to value @ High performance, high reliability
SaaS platform

= Al & Automation led productivit : :
- E  enhancements P y OOOOO Collaboration across Service
UQ_DD and Ops teams
‘~| Highestsecurity and :i\vi Deliver top-tier customer
compliance standards

@ support experience

¢ 2 xXurrent.



How Xurrent Helps Achieve Compliance

©7 xurrent.

Efficiently Manage
DORA With Xurrent

Xurrent provides effective IT service management
support to help meet the Digital Operational

Resilience Act (DORA) requirements.

https://www.xurrent.com/whitepapers

Service insight

Helicopter view over all the relevant business services. When used in
conjunction with Provider Reports, decisions on the performance of internal
and external service teams can be made.

Change management

Regular test processes, which ensure compliance with the DORA formalities.

Incident management

Real-time observation and reporting of incidents relevant to DORA. Xurrent IMR
ensures response and resolution of the most critical digital security events.

Event management

Triggering of security and performance incidents related to DORA. Events can
be captured by Xurrent IMR or other defined integrations.

Service navigator

Immediate impact analysis when an incident is identified.

[efficiently-manage-dora-with-xurrent

Xurrent is the only completely st

platform that supports companies ¢

in an unsurpassed manner in satist

requirements.

Vendor & contract
management

Automatic and clear steering of response and solution times as well as
responsibilities at service level.

SLA management

Immediate impact analysis when an incident is identified.

Analysis of impact for
critical incidents

Utilize Xurrent to capture and analyze the lifecycle of an incident to support root
cause analysis and recovery.

2
23 Xurrent.
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Monitor and manage the life cycles of ICT assets

w SAP Platform

Description This service provides the core functionality for the SAP-based services (i.e. the Finance, Human
Resources, Logistics, and Manufacturing services). This includes the functionality for SAP user
administration and SAP printer definition. The SAP GUI is part of this service.

Service provider Widget Data Center, External IT

Survey General Service Rating Survey

rY Responsibilities |

Support team SAP Basis Support
Service owner Brian Myers
Release manager Nick Young
Change manager Grace Groupco
Knowledge manager Simon Saporro
Problem manager Simon Saporro
Availability manager Simon Saporro
Capacity manager Simon Saporro

Continuity manager Simon Saporro

l; Risks l

Anticipated | 12358 Mew functionality could have an impact on the server load. High

»Relations

r‘l'lnform ation Security information

Information Security rel...  Yes
Confidentiality 08 - High
Integrity 06 - High
Availability 16 - Very High

‘\: Non-standard application change

Instructions Use the Mote field to provide a summary of the change requirements.

Category Non-Standard Approved Workflow Template Mot Available
Type Application Change

Impact Top Service Down for Several Users

| Assessment ——
. Is sufficient capacity available for the change to be taken into production?
. Will the change implementation cause the service to become degraded or unavailable?
. When would be the best time to implement the change?
. Will events be generated when the change is implemented?
' Is update required for users and/or support staff before transfer to production?

RISK
Management

. Will the configuratiom management information require an update after the implementation?

1 Approval
. Change contraller approval
. Service owner approval
Customer representative approwval

APPROVAL

I Build |

__ ) 0evelop new release

l Transfer new release to test

- Test the new release
I Deployment PrOduction

. Inform users andfor support staff

Develop
UAT

. Transfer new release to production
l Perform production test
H Closure

' Reqgister new release
' Inform approvers of the completion of the change




Achieving compliance with Xurrent

Compliance management: Xurrent makes automated workflows available to support companies in complying with
the DORA requirements. They enable compliance measures, which have to be implemented as part of DORA, to be
tracked and monitored. Companies can define and manage guidelines, procedures, and checks in Xurrent to ensure

that the operative resilience requirements are being satisfied.

‘\T’ Data Breach Response

Service Data Breaches and Security Incidents (SIR) Widget Data Protection

Category Standard Approved Workflow Template Was Used

‘\?’ Provision user access to Finance (SAP)

Mote This workflow is used to coordinate the provision of the requested level of access to the Finance
(SAP) service for the person who is selected in the 'Requested for' field of the request that linked to
this workflow.
Service Finance (SAP) Widget North America, Information Technology
Category Standard Approved Workflow Template Was Used
Justification Expansion

Impact Mone Service Not Degraded

|

P

_ Automnation - Add information from request to tasks

I Approval ———

_ Manager approval for requested access rights
_ Infermation Security approval for requested access rights

| Grant Access i

—>

Ej’% Data breach - notify the public authority z

Instructions Data loss of sensitive personal data.

= For a loss of sensitive personal data from persons that belong to a GDPR country. According to
GDPR, the national Data Protection Authority of the persons for which personal data have been
breached must be nofified within 72 hours. Find the list with the national Data Protection
Authority's here:
hitps:ffec.europa.eujustice/article-29/structure/data-protection-authorities/index_en.him &' .

+ For a loss of sensitive personal data from persons that belong to Australia check for compliancy
with the Privacy Act. Report the data breach to the https://www. oaic.gov.aw &

= For a loss of sensitive personal data from persons that belong to Canada check for compliancy
with the PIPEDA. Report the data breach to the hitps:/iwww_priv.gc.calen/&

MTJ Manager approval for requested access rights Z

Instructions Review the request that is linked to the workdlow to determine whether the requested access rights
should be granted
Use the rule below to determine whether the request can be approved.

Widget International provides its employees access fo the SAP Basis service based on the

following principles:

« Meed to know — Users are granted access to the systems they need to fulfill their roles and
responsibilities,

« Least privilege — Users are provided with the minimum privileges necessary o fulfill their roles
and responsibilities

Copy notes to workflow No
Category Approval

Provider not accountable Yes
Assignment

Approver Reguesier's manager
Planned duration 1:00
PDF design Default Workflow Summary

23 Xurrent.




Achieving compliance with Xurrent

Risk management: Xurrent offers functions to support risk management in connection with operative resilience.
Companies can identify, assess, and monitor risks, which may have an impact on their digital operational capability.
The system enables information on risk to be collected, responsibilities to be assigned, and measures to reduce risk

to be pursued.

The Risk Register Risk Dashboard

Project # Category Status Phase Completion Target m Risk Management KPIs
7497 S |I I P P[ . 2 h Owner: Howard Tanner — Shared within account
ma n Frogress annin months
g g Risk Backlog 4 Risk Backlog Growth v Registered and Closed Risks
B 4
6 : 3 : :
Digital Operations Center (DOC) . . , . R
E : 2 £ .
1
Manager: Ellen Brown : : ! ! i I
[ 0
0 o
Progra m: Da[a Center |mpr0\l'ements Aug 2023 Sep 2023 Oct 2023 Nov 2023 Aug 2023 Sep 2023 Oct 2023 Nov 2023 Aug 2023 Sep 2023 Oct 2023 Nov 2023
Service: Service Management (4me) Widget Data Center Risks Risks Registered @ Closed
Customer: Widget Data Center 5 8 o
Risks by Manager ' Risks by Organization
Justification: Improvement
. ’ Widget Data Center I
Work hours: Monday through Friday, 9:00am until 5:00pm Central Time (US & Ganada) Ellen Brovn 3
> Assessment ; I
o . B 5 .
¥ Risks Rodney Witson 1 Monitoring ® none Internet Access - GlobalNet
LAN Connectivity - GlobalNet @ Secure Remote Access - GlobalNet @ WAN Connectivity - GlobalNet
. . 5 . Database @ Expense Reporting
Anticipated | 12350 Lack of resources Medium
= . ) ) ) Risks by Project v Risks by Servi
Anticipated | 12351 Is the latest release of Microsoft System Center Configuration Manager stabl... 1sks by Projec isks by Service
Materialized 12352 Lack of knowledge of Microsoft System Center Configuration Manager High Digital Operations Center (DOC) I Mm«zring ’ 2
r—EEEEEE one
12353 Lack of knowledge of 4me events AP| Low Best Bt ————————————
- it i i i " Secure Remote Access - GlobalNet I
12354 False positives could lead to many false incidents in 4me Low A —
0 1 5 3 4 5 Database 4
- Expense Reporing I
» Baseline ' 3 days ahead ' 29% under budget Wonitoring ® none Intemet Access - GlobalNet . .
LAN Connectivity - GlobalNet @ Secure Remote Access - GlobalNet @ WAN Connectivity - GlobalNet
Database @ Expense Reporting @ BestEffort
» Time Entries Progress: 45% —
a
z 3 xurrent.




Achieving compliance with Xurrent

Incident management: Xurrent offers efficient incident management functions, with which companies can effectively record, track, and rectify incidents in connection
with operative resilience. Companies can define incident management workflows to ensure incidents are handled and documented correctly. This ensures a fast reaction to
incidents and an efficient return to operational capability.

Fully integrated knowledge management automatically provides support when searching for a solution, meaning that knowledge articles can be created with a click from

representative incidents. Built directly into Xurrent ITSM, Sera Al enhances every ITIL process by working continuously in the background, not as a separate tool teams have to
manage.

Policy Breach: 1 -

Instanca usluge Data Breaches and Security Incidents (SIR) w
w What to do if you think you have been hacked

A security breach (e.g., cyber, 3 defacement of a web site, compromised server/service) has lead to the loss of confidential data. Status Validated

Remark: for the following events and in case these have caused loss of confidential data, use the specific request template Created Sat, Nov 18, 2023 05:00pm CST by Tom Smith No security threat: 1 ~_

* Received a phishing email Visibility Internal specialists
* Report a lost or stolen device (laptop, smartphone, thumb drive, etc) Covered specialists
* Report a wrongly addressed email causing confidentiality issues Key contacts
® Report an overheard conversation causing confidentiality issues End users
Predmet Service Data Breaches and Security Incidents (SIR) 9
‘ |Repor‘t a data breach Knowledge manager Tom Smith Wrongly Addressed Email: 1 — ~— Phishing: 5
Article
DETAILS
English (United States) Chinese (Simplified) Croatian German
USER INFO

Description: If you are worried that your device (computer, smartphone, etc.) may have been hacked, take your

Device with data Loss: 1 /
X . . gut-felt concerns seriously and act quickly. Hackers can get into devices in surprising ways but what
Explain what happened and why you consider this as a data breach

you need to understand is how thiz might manifest itself to you. This article describes some p
indicators that you might have been hacked, and the actions you should take.

nstructions: Consider whether anything out of the usual is happening on your device. You know your device and
how it runs better than anyone else. If it was working okay before bui suddenly starts behaving
When did this happen? oddly, it might be a sign of age or a broken part, but the following issues could just as likely be signs
ﬁ I hh-mm of hacking:

» You have standard programs and files that won't open or work.

Files that you didn't delete appear to have disappeared, have been placed in the bin or have
been deleted.

‘You cannof access a program or site using your usual password. You find that your passwords
have been changed

There is a new program on your computer that you did not put there

When you are not using the computer, it is frequently sending or receiving network traffic.

File contents have been changed and you did not make those changes.

» You no longer seem to have any control over anything you do of your device.

What To Do

.

Loss of company data

Loss of personal data

.

Biljeska

.

% Prilogite datoteku... 1. Disconnect from the network immediately

i t
) ) : ) ) ) a
Bt 2. Use a different device or ask a colleague to inform the Information Security team using the b a X u r re n .

standard request Discovered a different type of security issue .




Third-party risk management (TPRM)

Collaboration and communication: Xurrent facilitates collaboration and communication between various departments and stakeholders within a company. This
promotes the exchange of information and the joint implementation of DORA measures. Employees can work together in real-time, share information and track progress

regarding the implementation of measures.
GlobalNet, Inc.

@® 15 Service Level Agreements

9 New requests
9 Open requests 9 target breaches

1 Completed requests

Customer Satisfaction

) 1 Satisfied
50 % A 1 Dissatisfied
100% Response rate I I I

Customer Service

Service Response Resolution Outages Downtime
Internet Access ® o NNRRRNRRNNRRRNRRRRRRRRRRANRD
LAN Connectivity [ NRRRNNRRRNRNRNRNRRRRRRRRERNR

Secure Remote Access ERERRNRNRNERERNRRRRERERRERNR

External Suppliers WAN Connectivity NNRNERNRRNRRRNRNRRNRRNRNE
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Service Insight

Complete Control of Service Cost & Quality

SERVICE

Personal Computing

Network Printing

ERP (SAP)

Payment System

SLA TARGET

SATISFACTION

USER RATING

4.7

2.1

4.5

4.1

Risk level HIGH

Support Satisfaction

) 11 Satisfied
920/0 !;'1] 1 Dissatisfied

69% Response rate

KPI

Availability ®

Reliability ®

Responses within target @

Resolutions within target ®

Cost

25,000
20,000

15,000

Cost (US$)

10,000

5,000

37 148 8 45 62 17

g > > ] )
F PP P S
R PG R S

User Experience @

3.4

5 star 0%

4 star 0%

3 star 100%
2 star 0%

1 star 0%

1 Ratings

Past 12 Months
EEEE___ EEEEE
[ [}
ENEEEENEEEEE
EEE_E_EEEEE

[ ] [ |

16 Requests

20,832

16,425

2672

387 370 13 (98

> k] el ] ) ¥ k]
U A -

) )

Vv v Vv v
3 » A

S\‘}‘ - ‘,\)Q (:F’Q 0@ 5

Time Spent @ Expenses




Summary & Next Steps IMARVES

Building a DORA-ready operating model

Centralize service and asset Integrate third-party providers into the

management @} same operating model

Standardize and automate key E Establish continuous monitoring and
AT operational processes real-time operational visibility
Q Align IT and business on a single :@/‘ Ensure continuous DORA compliance
[ = J service management platform @ through transparency and auditability

¢ 2 xXurrent.
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ImMARVES

y N
. 3 Xurrent

Formerly 4me

The Complete
Service Management Platform

f1,°

"yUSM

CERTIFIED
TOOL

SURVUZ Foundation

xurrent.

SERVIEW
CERTIFIED.@
TODL19 q"‘g‘

SERVICE MANAGEMENT VERSION IV

SERVIEW
CERTIFIED
TOOL

PROJECT MANAGEMENT

Service Integration "\TI Request UE Incident ’y“ Problem Access Change Q’x Asset & Config

with other Internal Fullfilment Management = Management Management Management Management

Support Domains

and External . . e

\ Release @ Knowledge == : Service Level L3 Capacity oy Availability
i S Catal

PrBuidans \ Management Management SEISE SatRon Management a9 Management A Management

E Websho Service Continuity ﬂ Security Contract ( '» Risk Management z= Portfolio = Project
P Management Management Management == Management Management
(). User Experience Demand Reservation abc Live Agile D Self Service Virtual Assistant
Management ? Pipeline ﬂ Management S Translations ﬁﬁi Development @

Enterprise Service Management

{: Automation

<[> Integration
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Service Insight - detailed

Total

Cost of Effort
Requests
Problems
Changes
Projects

Assets
Expense
Depreciation
Lease
Support / Maintenance

Underpinning Services
Unix Servers
Database
Storage
Datacenter Metwork
lob Scheduling

Monitoring

Jan
113,349

54,317
30,836
1,341
9,676
12,464

22 364
a79
11,280
4,465
5,640

36,668
17,625
11,515

4,410
1,081
1,443

504

Feb
113,981

54,698
30,340

1,808
10,414
12,136

22 405
1,020
11,280
4,465
5,640

36,878
17,625
11,515

4,620
1,081
1,443

594

Mar
116,395

58,027
32,107
1,279
8,758
14,883

21,385
0
11,280
4,465
5,640

36,983
17,625
11,515

4725
1,081
1,443

594

Apr
137,286

78,413
34,112
1,661
10,693
31,947

21,785
400
11,280
4,465
5,640

37,088
17,625
11,515

4,830
1,081
1,443

594

May
140,079

79,950
32,823
1,681
10,332
35,014

22,831
600
11,280
4,465
6.486

37,298
17,625
11,515

5,040
1,081
1,443

594

Jun
135,953

77,814
34,002
262
10,922
32,538

20,799
448
9,400
4 465
6,486

37,340
17,625
11,515

5082
1,081
1,443

594

Jul
118,085

60,373
33,928
1,271
9,971
15,203

20,351
0
9,400
4 465
6,486

37,361
17,625
11,515

5,103
1,081
1,443

594

Aug
120,589

62,730
35,342
1,189
11,070
15,128

20,351
0

9,400
4,465
6,486

37,508
17,625
11,515

5,250
1,081
1,443

594

IMARAVES

Sep
120,793

61,398
34,420
1,722
10,004
15,252

21,467
364
9,400
4,465
7,238

37,928
17,825
11,515

5,670
1,081
1,443

594

Oct
125,997

64,616
36,408
2,091
10,873
15,244

23,165
652
7,520
7,755
7,238

38,216
17,625
11,515

5,880
1,081
1,521

594

Nov
124,707

62,628
34,871
1,517
10,660
15,580

23,233
720
7,520
7.755
7,238

38,846
17,625
11,515

6,510
1,081
1,521

594

Dec
128,724

66,051
35,711
1,476
11,880
16,974

23,617
399
7,520
7.755
7,943

39,056
17,625
11,515

6,720
1,081
1,521

594

+ + 4+ & & + % = = =

+ + + * + + 5

MoM A
3.2%

5.5%
2.4%
-2.7%
11.5%
8.9%

1.7%
-44.6%
0.0%
0.0%
9.7%

0.5%
0.0%
0.0%
3.2%
0.0%
0.0%
0.0%



	Building Operational Resilience:�How Modern Service Management Supports DORA Compliance in the Financial Sector
	Agenda
	Slide Number 3
	Agenda
	Slide Number 5
	Slide Number 6
	Agenda
	Xurrent™ streamlines Service Management and IT Operations Management with a unified platform that includes AI-powered automation, real-time incident management and response, and proactive communication through status pages. Our platform automates workflows, enhances collaboration, and boosts productivity. Built for scalability, Xurrent seamlessly adapts to the evolving needs of modern enterprises — minimizing effort while maximizing efficiency.
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Building a DORA‑ready operating model
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20

